
The Easiest Way to Eliminate Vulnerabilities 
and Ensure Compliance

QualysGuard Express is an on demand solution, fully automated to identify security 
vulnerabilities, track remediation and ensure regulatory compliance. Driven by the 
most comprehensive vulnerability KnowledgeBase in the industry, QualysGuard 
delivers continuous protection against the latest worms and security threats  
without the substantial cost, resource and deployment issues associated with  
traditional software.

QualysGuard Express is ideal for small-to-medium organizations with: 

– 	Internet-facing systems and business systems

– 	Individual departments and business units within large enterprises

– 	A small number of Web, extranet and other DMZ servers 

Benefits of QualysGuard Express:

– 	Turnkey deployability requires no software to install, update or maintain

– 	Automates all steps of vulnerability assessment, management and policy  
	 compliance

– 	Trusted, unbiased third-party security auditing and compliance reporting  
	 meets industry and regulatory compliance requirements

– 	Discover all assets across the entire network 

– 	Accurate and always up-to-date vulnerability audits

– 	Easy-to-use, comprehensive reporting

– 	Cost efficient with no hidden costs

– 	Measurable TCO: 35% less than software solutions

– 	Secure, with complete end-to-end data encryption
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Easily Deployed On Demand Service 

– 	Deploys in minutes with no software  
installation, setup complications or  
maintenance upgrades

– 	Immediately accessible anytime, anywhere via  
a Web browser

Accurate and Thorough Security Audits

– 	Network mapping rapidly detects and identi-
fies servers, desktops, routers, wireless access 
points and other network devices

– 	Comprehensive vulnerability KnowledgeBase 
incorporates 5,000+ unique security checks

– 	Automatic, daily updates to vulnerability 
KnowledgeBase 

– 	False-positive ratio of less than 0.006% 

– 	100% non-intrusive detection techniques 

– 	Inference-based scanning engine 

– 	Authenticated  scanning capabilities 

– 	Internal and external scanning provides a  
360-degree view of network vulnerabilities 

– 	Configurable scans for customized audits

– 	Unique fingerprints for over 500 operating  
systems, applications and protocols 

 
QualysGuard Scanner Appliances deliver an easy-to-
use scanning infrastructure for internal networks that 
can be deployed in minutes.
 
Reporting

– 	Easy access to automatically generated  
reports via a Web browser

– 	Executive Dashboard

– 	Graph and trend reports for managers

– 	Detailed reports with verified remediation  
actions for technicians

– 	Network topology visualization

– 	CVE and Security Focus-linked vulnerability 
checks with detailed remediation instructions

– 	Export reports to HTML, MHT, PDF, CSV and 
XML formats

Asset Prioritization

– 	Manage your network by categorizing  
discovered assets into groups

– 	Assign a business value to assets based on 
their criticality to your business operation 

Remediation Management

–	 Automatically generate and verify trouble tickets 

–	 Create ticket policies to focus and automate 
remediation efforts

–	 Ticket trending and reports by owner, asset 
group and vulnerability help track performance

–	 Easy-to-follow instructions to eliminate risks

Policy Compliance

–	 Trusted, third-party network auditing and report-
ing meets the compliance needs of HIPAA, 
GLBA, SB 1386, Sarbanes-Oxley and others

–	 Automated Self-Service Payment Card Industry 
(PCI) compliance certification

Interoperability

–	 Extensible XML API

–	 Policy Compliance SDK & application library 

–	 Out-of-the-box integration with existing and  
legacy security management consoles  
(e.g. ArcSight, GuardedNet, etc.)

–	 Out-of-the-box integration with ticketing  
systems (e.g. Remedy)

–	 Out-of-the-box integration with patch  
management and software distribution  
solutions  (e.g. PatchLink. Citadel, etc.)

–	 Industry standard support for the addition of 
custom detections using Open Vulnerability 
Assessment Language (OVAL)

Support / Maintenance 

–	 24x7x365 live customer support

–	 Daily signature updates and feature enhance-
ments are automatic and transparent to the user

–	 Weekly, Web-based customer training

–	 Technical training and certification workshops

Pricing 

Annual subscription options:

–	 Perimeter Scanning: Pricing is based on the 
number of IP addresses.

–	 Internal & Perimeter Scanning: Pricing is 
based on the number of IP addresses (up to 
3,072).
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QualysGuard Express Features:

“We don’t want the hassle of  
maintaining enterprise software. 
It’s pretty much hands-off to get 
the benefits with QualysGuard. 
We have not had any successful 
attacks since we installed it.” 

Network Administrator and Security 
Specialist
Jelly Belly

“Not only do we use QualysGuard 
to perform all of our vulnerability 
assessments, it also helps us 
demonstrate compliance with 
financial regulations and manage  
overall business risk.” 

Data Security Officer
First Bank & Trust

Qualys Wins an Unprecedented 
5 SC Magazine Awards 

SC Magazine Awards recognize 
distinguished vendors based 
on readers choice. Qualys was 
awarded: 

–	 Best Vulnerability Assessment & 	
	 Remediation Solution 
–	 Best Enterprise Security Solution 
–	 Best SME Security Solution 
–	 Best European Security Company 
–	 Best European Security Solution
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